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Oversharing and privacy

Name: ______________________________ Class: ____________

1. Warm up

The kind of thing I post most is...

A detail that could show where I live or study without me meaning to is...

2. Safer share, look closer, or risky share?

Think. Check. Delay. Protect. What you share can spread, combine, and stay longer than you expect.

Safer share

It reveals little and stays where

you want.

Posted later, not live

No location shown

Background checked

A trusted audience

No school, address or

schedule

Fine if it spread

Look closer

Small details could add up.

School logo or uniform

Street signs or landmarks

Same place, same time

Live location sticker

Private account full of

strangers

Quizzes asking personal

details

Risky share

It reveals too much or has

already spread.

Home address visible

“Home alone” posts

Always-on location with

strangers

Private photo forwarded

Screenshots shared in

groups

Passwords or security

answers

Quick check: tick the zone for each situation

Situation Safer Look

closer

Risky

Photo posted the next day, no location shown

Story shows your home address in the background

A private joke sent to one person

Account set to private, but full of strangers

“Home alone all weekend!” posted live

Checking the background before posting
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Scenario discussion

Answer these with your group for each card you receive.

Card number: ______    Safer share   Look closer   Risky share

What does the post reveal?

Who could end up seeing it?

What one change would make it safer?

Who could help if it spread?

Card number: ______    Safer share   Look closer   Risky share

What does the post reveal?

Who could end up seeing it?

What one change would make it safer?

Who could help if it spread?

Card number: ______    Safer share   Look closer   Risky share

What does the post reveal?

Who could end up seeing it?

What one change would make it safer?

Who could help if it spread?
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Fix the post

Card number: ______

What the post reveals

How I would fix it (crop, blur, post later, remove location, change audience)

My sharing habits (tick what you already do)

 I post later, not live.

 I check the background before I post.

 I keep my school, address and schedule out of posts.

 I only share my location with people I trust.

 I review my followers and privacy settings.

 I skip quizzes that ask for personal details.

Before you post

1 Think

Notice what the post

reveals: place, school,

routine.

2 Check

Look at the background,

timing and audience.

3 Delay

Post later, after you

leave.

4 Protect

Review privacy settings

and your follower list.

Exit ticket

One detail I will check before posting is...

One habit I will start is...

If something I shared spread too far, I would tell...

Need to talk? Your school counselor, the National Lifeline 1564 (24/7), or LARA: laraa@laraa.org.
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